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Threat Landscape



Ransomware attacks continued to be the 
preferred method of attack in 2022 (Forbes, 
2022). 

435% increase in such attacks in 2020 alone 
(WEF Global Risks Report, 2022).

Cybersecurity failure now frequently ranks as 
a top-five risk in East Asia and the Pacific as 
well as in Europe.

Four countries—Australia, Great Britain, 
Ireland, and New Zealand— ranked these 
attacks as their number one risk. 

$10T Global Cybercrime Damage Predicted by 
2025.
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Improving resilience to 
ransomware attacks



What can we do to 
improve resilience 
to ransomware?

https://bpb-eu-w2.wpmucdn.com/blogs.bristol.ac.uk/dist/3/939/files/2022/02/RISCS-Ransomware-workshop-report_Feb2022.pdf



https://www.riscs.org.uk/riscs-cybercrime-theme-policy-workshop-report/

AIM:
a) To establish the latest thinking & practices around 

ransomware  attacks.
b) Identify further research needs to inform new policy 

responses and/or change how organisations prevent 
and mitigate ransomware attacks.

Ø Workshop: 33 participants (Government, academia, 
business and the wider community).

Ø Online survey: 28 participants (SMEs)

Improving the UK’s 
resilience to ransomware (December 2021)



Biggest challenge for an organisation being 
resilient to ransomware



Measures taken to prevent ransomware



1st step in mitigating ransomware attacks



Communication Strategy



Extremely 
Confident  on 
Measures 
Taken to 
Prevent 
Ransomware 

IT/SOC

Don’t agree / 
Somewhat 
agree with 
reporting to 
the Police 

Reporting a Ransomware Attack to 
the Police



To Pay or Not to Pay

• The risk management and leadership teams 
face a critical decision: Should we pay the 
ransom?

• Several factors should go into this decision: 
• the criticality of affected data and 

systems, 
• availability and integrity of data 

backups, 
• cost of the ransom versus the estimated 

cost of restoration, 
• the likelihood of successful restoration 

(whether the ransom is paid or not), 
• and regulatory implications



Understanding the offenders

Organisational preparedness 

Responding to an attack 

Reporting 

Financial/Social impacts of 
ransomware attacks 

Identifying Key Gaps on Ransomware



Ensure you have 
antivirus and firewall 
installed on all 
endpoints within the 
organization

Backup your data Restrict admin rights 
on endpoints

Keep commonly 
exploited third-party 
applications updated

Run a risk assessment Invest in auditing & 
monitoring

Invest in 
cybersecurity 
awareness 
training tools for 
employees

Defending Against Ransomware Attacks



Recommendations

Organisational factors and decision-making 
processes within organisations 

Resource  allocation in cybersecurity

Security or privacy and data protection 
considerations by design

The human factor 

Cybersecurity awareness raising initiatives 
at all levels



Improving resilience to 
ransomware with cybersecurity 
capacity building



https://assets.kpmg.com/content/dam/kpmg/uk/pdf/2022/11/improving-resilience-to-ransomware.pdf



https://assets.kpmg.com/content/dam/kpmg/uk/pdf/2022/11/improving-resilience-to-ransomware.pdf

Challenges in Managing 
Ransomware

Policy Recommendations
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