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What is Cyber Insurance?
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CI

… insurance [that] covers the losses relating to 
damage to, or loss of information from, IT systems 
and networks (ABI)
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Cyber insurance & security: Lots said, varied evidence  
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Can cyber insurance incentivise better security?

2

• Cyber insurance could incentivise better cyber security, 
but its mechanisms are imperfect in their current 
form/practice. 

• The cyber insurance industry faces challenges that limit 
its ability to incentivise better cyber security practices. 
• Defining minimum security standards and best practices 
• Longstanding barriers to uptake 

• It is far from a silver bullet, and insurance doesn’t 
replace security.

(Based on 53 interviews and two workshops with professionals from 
the cyber insurance, government, security and government sectors)

https://static.rusi.org/247-op-
cyber-insurance.pdf
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Enter the threat of ransomware… 

DS: Do your operators target 
organizations that have cyber 
insurance?

UNK: Yes, this is one of the 
tastiest morsels. Especially to 
hack the insurers first—to get 
their customer base and work 
in a targeted way from there. 
And after you go through the 
list, then hit the insurer 
themselves.

An interview with REvil's Unknown
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Is cyber insurance helping 
to mitigate the threat of 

ransomware, particularly its 
impacts?

https://doi.org/10.1016/j.cose.2023.103162

Between a rock and a hard(ening) place: 
cyber insurance in the ransomware era
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Cyber insurance supports ransomware response

• Cyber insurance offers policyholders significant support after a ransomware 
attack.

• Rapid access to expertise (lawyers, to digital forensic specialists, recovery teams, data 
breach and data protection specialists, PR teams and negotiators…)
”…the smaller the entity, the more they need those services because they don't know 
how to fix an issue…they don't have a hundred people in IT who can advise them who 
to speak to, to help fix it…we have it there for when clients need it.” 

• Financial support to provide resiliency against two core risks prompted by ransomware: 
business interruption and data exfiltration

Mott et al., (2023) “Between a rock and a hard(ening) place:  cyber insurance in the ransomware era”, Computers & Security Journal. 
https://doi.org/10.1016/j.cose.2023.103162
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Cyber insurance and ransomware: It’s complicated

• Professionals disagreed on whether insureds were more likely to pay 
ransoms.
• ”no-one from the insurance industry really wants to go on the record and say, clearly it 

[insurance] has amplified this [ransomware]”, “[insurance] means they've got other 
options than just paying the ransom. It actually makes it less likely that they'd pay”

• Ransomware has hardened the market, raising barriers for entry for insureds.
• “…like Dragon's Den.”, “…county councils, police authorities ... insurance has been 

quite a crutch for them .. So, the removal of that insurance has been a challenge”

• Some sectors may find it significantly harder to acquire viable cyber insurance: airlines, 
education, public sector, hospitality, healthcare, manufacturing, CNI

Mott et al., (2023) “Between a rock and a hard(ening) place:  cyber insurance in the ransomware era”, Computers & Security Journal. 
https://doi.org/10.1016/j.cose.2023.103162
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‘Hot off the press’ outputs

Between a rock and a hard(ening) place: Cyber insurance in 
the ransomware era 
https://doi.org/10.1016/j.cose.2023.103162 

How cyber insurance influences the ransomware payment 
decision: theory and evidence 
https://doi.org/10.1057/s41288-023-00288-8 

https://doi.org/10.1016/j.cose.2023.103162
https://doi.org/10.1057/s41288-023-00288-8
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Impact and reach 

2
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It's more than just money: Understanding the real-world harms of 
ransomware attacks, Accepted to 17th International Symposium on 
Human Aspects of Information Security & Assurance (HAISA 2023)

https://rusi.org/explore-our-research/projects/ransomware-harms-and-victim-
experience 

https://rusi.org/explore-our-research/projects/ransomware-harms-and-victim-experience
https://rusi.org/explore-our-research/projects/ransomware-harms-and-victim-experience


Dr Jason R.C. Nurse
Associate Professor in Cyber Security 

University of Kent

j.r.c.nurse@kent.ac.uk 

jasonnursejasonrcnurse jasonnurse.github.io

Cyber Insurance and Ransomware

Gareth Mott, Sarah Turner, Jamie MacColl, James Sullivan, Anna Cartwright, Edward Cartwright


